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ӠּפḾ ᾰ⁶ᴣ ᶲ῎￼ ֬ ַ  

῾ệֹ ὰ ￼ѿ ᴵιүӍᴅӈᵙѦҚјệҨүӍΆẪἆẻẪḾ ᾰ⁶￼ ֫ԓḳἆԅ ᶶֺ ᾎẹ ᶵҰ Ӣᾡ

ҽᾘ ἄԎҤ ṄԎԅ ἆ זᵬўּ҈זּ֫  

 

 

 

Ҩіᶎѭ ὰ ￼ᵬ‰  

 ᾰ⁶ώᴣ￼ԎҤἍῶᵬ‰ἆ├ԛᵬ‰ιּיᴿ ￼ἍῶҚὊῶ  
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ứἍ Ҁ￼ғᵝ Ὸחἆ⸗ớ Ẕᴩᵬўᵀᵃᵙ‍₲￼ ​ι ᾰ⁶ѧὼ ￼ԅ ἆ ֫ғᵝ Ὸחἆ⸗ớᴵ јᶈứ￼ Ҁ

ἆӔּז ᶀѳԓ ᵀᵃᴰῶ ḧι ὰ Ḿ ᾰ⁶ԓḳјӮүӍ῎ ἆ ￼ᶲ῎ἆӠ  

״ ғᵝⱱ҈יּ ἆԎҤᴝᵼι ᾰ⁶ԓḳҺјḧῼ ῭Ὰ ὰ Ӡּפᶈ≡ῶүӍ ἆ ώ ￼ừ֙їḾᾰ⁶ԓḳ

Ӣᾡ￼ ַ  

 ἐԛҝӐѭӔּזὝṀ ὰ ᶈ ֒ ἐԛῊṰṓדӠ Ԏԓḳ֝ ᴵ ιӇẊј ӠἐԛԓḳḢԅ≡ῶ ἆ ◖ι 

ἐԛѧ￼ἍῶӡỤѼј‗ἄүӍ῎ ἆῨ ￼ἻӠ  
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Eweb��	×��	´ 

1 ��
é 

Eweb ῗὝ ᶵ WEB ιѼṏῗ ἆת ᶵ￼ web ת ι Ӕּז╞ ᵸεḅ Chromeζ EWEB ‎ ת

ᶵ  

WEB ὐץת WEB Ὸחᵸᵙ WEB ḭἋ ѣ ֫ WEB Ὸחᵸ ἄᶈ ᶵіιּז‎ὶᾠᵙᶴתḭἋ ᴧ‎￼ ∂ιẊἫᶴ

ת ‛ ᵻ ḭἋ ιWEB ḭἋ ẂὝ╞ ᵸιḅ Chrome, IEιFF  

1.1 �¯�/	‚��  

ᶈ ἐԛѧι 

�z ⃰ᾰѧ֧א￼o¦o§Ṋὐᴺ‰ ᾰḔι Web ףּ ￼Ὗ ᵄ ιḅo¦	���o§ψ 

�z ⃰ᾰѧ֧א￼����ᴥẬᴺ‰ ᾰḔι Web ףּ ￼א֧ Ὗ ᶹᵄ ιḅ�� ARP ףּ����–	  

2 ��	´���&  

2.1 �Ô�Ô��	´  

�€�Ð�ª�‘ 

ḅїᶃἍ ι ᵔת ╞ ᵸ ᶵιӔּז WEB ת Ḿ ᶵ  

 

├  Web ףּת ῗ ὔὶᴿ ᶵᵘҧιⱡᵅ AJAX ∂ֹ ᶵι ᶵ⁞Ὧᵘҧ ᵻ ԋᾭὯ ᶵіῶ Ѧ

WEB ῸחιᴵҨᶴתᶢ ￼ HTTP ᴃ ∂  

��	×���J 
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ḭἋ ￼ ∂χ 

�z Ӕּז WEB ╞ ᵸ︡ẹֹ WEB ףּת Ḿ ᶵ ת ḭἋ ẂῗὝ PCιѼᴵ ῗ ҎԎḜ￼ ט ᶵι

ḅ כּ  IPAD  

�z ╞ ᵸχᾟὙ Chromeε ₵╞ ᵸζ ♀ ╞ ᵸ IE10.0 IE11.0 Ҩᴣ ֫ᶢ҈ ₵ԓ⁄￼╞ ᵸεḅ 360 ╞ ᵸ

￼‖ ₩Ẫζ ӔּזԎḜ╞ ᵸ︡ẹ WEB





   

 

2.2.3 �ê�Ž	¯	›�•�ù 

֧ᴔ ᵄ Ḹת ᵙ Wi-Fi ᵄ Ԝ₭ ‎ῂ Ḹת ι Ӣᾡ Ḹת ᴵֹɒᾯ Ḹ

ɒ ѧӢᾡ ԅ ᵍץ ᶵљ҉ ṹᴺ ḧ￼ℓ ιḅ‛₅╜ֹ ᶵ῾ ὶֹ MACC ҉ιֱֳấ ᵅҺ ₅

╜ι ⃰ẂᵅҺԓṧ҉ ṹᴺ ḧιҨᴣᶋ῟ק ḅ‛ ᶵṰ ҉ι℅ℓ їᴧḢἄᵅ ὶ Ԅ EWEB
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ᶹ ј ιֱώ ιẬṀּזἋ⁞Ὧώ ᾛӐιј ᶹ ῗᵋ ι ᶊẦṕ Ṱ Ἒ ἄו  

 

2.2.4 �µ	¯��	´ 

ԅ ῗԓṧ҉ ףּ￼ ι ︡ẹ҉ ṹᴺ ḅ≡ῶ҉ ṹᴺ Ӿᶈɒ ḭɓѧ├ԛ  

 

ḅ‛ ᶵῗ꜠ ₩Ẫι︡ẹṹᴺᴏᴵ҈҉ ṹᴺ ḧḢἄ ḅ‛ ᶵẦᵏ Һ Ԅḅї￼ᶋ῟ ףּ χ 
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2.3 �V�€���“  

⅛ᴶ ᶵ ῶ ѦṪӐ₩Ẫιјᵃ￼ṪӐ₩Ẫї ᴅҺῶјᵃ EG ῗɒ ẪɒιEAP₩יּ ῗɒAP ₩Ẫ ṪӐ

₩ẪᶈṞ҈ᴅᴶ ᶵ￼ ιᶈ ᶵ₦ ᴵҨ ֹḅїχ 

 

♇֨ẸׁṪӐ₩Ẫᴵ Ӣᾡχ 

 

9 



   

2.3.1 
·�Ò���“ 

Ẫιѭ₩יּ  NAT ᴧ ӡ  

     EG Ӑѭ ᵸיּ וᵍἍῶץẪῊι₩יּ ιץᵍ ᶵ ιԅ Ҩᴣ VPN ѭ ת ויּ ψ 

     AP Ӯѭ ᵍץẪῊιҝ₩יּ ᶵ ιԅ Ҩᴣ AP ⸗ῶ￼ṃ ו  

2.3.2 AP���“ 

AP ₩ẪῊι ᶵӮѭ AP ѭ ”זּ AP ₩Ẫ” . Ἅῶ AP ₩Ẫ wan ᴭѭ dhcp ꜛỗ. ᴅ꜠ᾟὙ ỗἆ pppoe,Ғᴵ

ᶊᶍת Ӣᾡ  

2.4 	ç	•	¯�F�»  

ᶈṪӐ₩ẪїΆιῶѦ ᴧא￼Ầԋχ 
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2.4.1 �•�n	ç	•	¯ 

 Ầᵏ ᴧא( Ầᵏ)ιҺӔ ᶵᶈ ѧ ᴧאᵙᴧא ѧԎҤ ᶵι ᶵ ⁞Ὧ ᶵꜛỗ ιⱡᵅ

ᵃℓ  

 ԅᾺⱱ ￼ EWEB EWEB ᴵ‬ ᾯ ᶵιᴏ︡ẹ ѧ￼үỴ ᴶ￼ ᶵιEweb ףּ￼ ‾ε ҃Ẹׁ︡ẹ

ᶵ₩ᶒᶹζ ṫӚ ᴅіѭᾯѦ ￼ ιץᵍԅṕ￼ῂ εAPת ֯ /ῂ ζ ҐὭ Ҩᴣᾯת εῊת /

Ḹ / ζ 

  

⸗ָ ῎ιḅ‛ ѧḕᶈẦᵏ ￼ ᵸῊιṫӚיּ ᴅ Һῶɒ יּ ɓת ι℅ ᵍץ Ѧ₪ᵇ￼ ᴅιץᵍ

יּ ԋו ιḅїχ 

 

2.4.2 �»�J	ç	•	¯ 

ԋ ι ᶵᶈ ѧṄј ᴧאι℅Ὴ ᶵӐѭ꜠ ₩Ẫ  

���f
��$�g���l
·�Ò�—
f�Ô�é��	×�•
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ԋ ᴧאᵅιᴅᴶ ᶵ￼₪ᵇ ᴅṏҺῘ ᶈṫӚᴪἄ ᵇ ᴅιḅїχ 

 

3 Eweb��	´  

3.1 �f	¯��
R  

ᾯ ₦ Ῐ Ẹׁ︡ẹ￼ ᶵιῂ ӡỤ ԅ ꜛỗ  

  



   3.2 �x	Ž	a�Â  3.2.1 AP�æ
= AP 	’�ò�¼�µ�U�Y�ò	0�Î	à	Ì��	� AP 
—�Õ�k�w�U�Y�+ A P 
—�Õ��
g�ã	Áo•��	´o•�í�”	ˆ�q�•ož 

 





   

 

3.2.1.1.2 �Á�¯	a�Â 

3.2.1.1.2.1 WANA’5B 

і ι ⁞Ὧḫ ḴṾ ᶚ Ὅ  
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3.2.1.1.2.2 LANA’5B 

ứᴵҨ    LAN ԋ ιץᵍ LAN ḭἋ ֯ ᵙ ỗᶊᶍ֫  

3.2.1.1.2.2.1 LANA’5B 

LAN ᴵҨ LAN ᴭ IP ᵙ⅛Ѧ LAN ￼ DHCP Ӕ Ҩᴣ֫ ￼ᶊᶍ ԋ  
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ᾟὙ▌ז VLANι♇֨ Ὰᶭ Ὗ ιẵ֧ḅїḾ ⁭χ 

 

AP ᶈ AP ₩ẪїᾟὙ ᴭ VLAN ￼ ᶵᾟὙ ᴭ VLAN ẦԋιḅїἍ χ 
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3.2.1.1.2.2.2 0Ã	·VLAN 

AP ₩ẪїẦᵏ ᴭ VLAN ẦԋῊἑῶ℅ ιῘ ᴭ VLAN ֮֫￼ӡỤ  

 

3.2.1.1.2.2.3 �v��0Ã�ë><  

℅Ẫїἑῶ₩יּ Ῐ DHCP ỗ֫ט ￼ḭἋ ᶊᶍӡỤ  

18 



   

 

ᴵҨ♇֨ꜛỗ″ѧ￼ ֹז▌ ỗᶊᶍ Ὗ ιἆ ע ֯ Ὅ⁭ι♇֨ ἥ Ὥ Ὗ ιἫטỗᶊᶍ֫ ḧֹ ỗᶊ

ᶍ֫ ỗᶊᶍ֫ ӡỤ‬ ỗᶊᶍ֫  

3.2.1.1.2.2.4 M-�Õ
�
��ÚG!  

℅Ẫїἑῶ₩יּ Ῐ Ṱ ḧ￼ ỗᶊᶍ֫ ӡỤ  
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♇֨ ז▌ Ὗ ιἐז▌טᶊᶍ֫ ӡỤ  



   

3.2.1.1.3 ���µ	a�Â 

3.2.1.1.3.1 ARP�ë>< 

Ῐ ARP ᴧא￼ ӡỤ  

 

♇֨ ז▌ Ὗ ιἐז▌טἆ Ὅ ARP ֯ ￼ᶊᶍ֫ ӡỤιḅїχ 
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♇֨ᾛӐ″ѧ ֵ Ὗ ιԜ♇֨ ⁭Ὗ ι ֵ ᾛӐ  

3.2.1.1.4 �³	ƒ	a�Â 

3.2.1.1.4.1 ����DNS 

 

3.2.1.1.4.2 PoEA’5B 
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3.2.1.1.4.3 �J�ªA’5B 
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3.2.1.1.5 �\�m
m�n 

3.2.1.1.5.1 5%4°7¾�” 

 

♇֨ ẦḊ₅╜ Ὗ ιἚ ₅╜ᵅҺῘ ₅╜ ‛ιḅїῘ ₅ ⃰Ẃ￼ ‛ᶃχ 
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ḅ‛ ι₅╜ ‛ҺῘ ֧ầẂӡỤιḅї χ 
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Ἃזּ ⁞ὯӢᶶấ ι‬ ῗᵋ⃰ ιḅ‛ eweb ḕᶈ ԋ ι♇֨ ᴞӢᶶ Ὗ ιᴵҨ ֹ ԋ

‬ ᵙӢᾡ  

3.2.1.1.5.2 ��Lp
�A: 

Ῐ ᶫѧᴵע ḕᶈ￼  

 

♇֨ᵓ ֯ ᴸӚ￼ ᴨ╦ԋ├ Ὗ ιᴵҨјԋ├℅ ᵓ χ 

26 



   

 

♇֨ ‬ ɒᴨ╦ԋ├ɒ￼ᵓ ιᴵҨ‬ ᵙ Ὰԋ├ᵓ  

 

3.2.1.1.5.3 5%4°�¹�K 

Ῐ ╜Ṫԏιώӗ ping traceroute nslookup ѕ ᵘҧ₅‬ ꜛỗ ��

ɒPING ӡεping ζɓ₅╜ּף ᴣ ‛χ��
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��

ɒ יּ εtraceroute ζɓ₅╜ּף ᴣ ‛χ��
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ɒᶟᵄ‬ εnslookup ζɓ₅╜ּף ᴣ ‛χ 

 

3.2.1.1.5.4 ��Lp�
Lš 

Ἒ ᾥ ᾠ ᵘҧιẊї ֹ ᶊ ᾠ ᾥ ӡỤ  

29 



   

 

♇֨ ᾠ ᴏᴵї ᾥ ӡỤ  

3.2.1.1.6 	x	ž	a�Â 

3.2.1.1.6.1 ,O�)1u)Ú 

Ῐ WEB Һ ῊῊ ￼  

 

3.2.1.1.6.2 G!5B1u)Ú 

3.2.1.1.6.2.1 �Û�Ñ
`�Ð�9  

ḫא ᾰҭ￼Ṁ֧ιּוἄᶵҰ Ẋї ֹ ᶊ ᾟὙṀԄ ᾰҭιⱡᵅỠᶶἄṀԄ￼  
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ώ ￼ⱱ ᴺᵙⱱ  ῎Ҩḫ ӡỤѭ֝  

״ ״ιẊץ ⱱ  ״ ᾛӐҺӠּפẸׁ ᶵ￼ ӡỤ ứѼᴵҨ Ὅɒї♇֨ і״ Ὗ ι ᶵҺҡ ії

״ ɓֹ ᶊιⱡᵅץ  ᶊ״ ṀԄ‎״ ⱱ   

ḅ‛ і≡ῶḕᶈᴵ״ ￼Ḡ ιῘץ ḅїּף χ 

 

3.2.1.1.6.3.2 ��
�	�4{ 

Ὗ ι ᶵҺ״ ֹứіҽ￼״  ⱱץ  ᴨ ״￼ ֨♇ᾰҭιץ іҽ



   

 

ώ ￼ⱱ ᴺᵙⱱ  ῎Ҩḫ ӡỤѭ֝  

3.2.1.1.6.4 A’�ÛG¡
� 

ώӗ ᵏ ᶵὟ ιḅїχ 

 

♇֨ ᵏ Ẋ ᵅι ᶵṄ ᵏι ᵏᵅ Ὰ︡ẹ web ת ᵏ ѧι Ὰἆԋֻף ι Һ₅

╜Ẹ ᶵ ᵏἄוẊћ web Ὸחᴵּזᵅι ט ֹ︡ẹ  

3.2.2 �x	Ž
f	´ 

  ῗḾᾯ ᶵ￼ῂ ιᴵҨᶭֵᾡ WiFi ӡỤ  

3.2.2.1 �x	Ž	¯	› 

Ѯ  
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3.2.2.2 
g��Wi-Fi 

ḭ Wi-Fi ԋ ιᴵᶈ ἆ   Ầᵏ ḭ Wi-Fi ẦᵏɒּזἋ ɓјᴵӢᾡ ḭ ᾟὙ ᾦῊⅎιוּ

ᴵҨ ѭɒ ṇῊᵅԋ ɓιῊ ֹᵅι ḭ Һᴪѭԋ ꜛỗ  

34 



   

 

Ầᵏ ḭ χ 
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3.2.2.3 Wi-Fi �æ
= 

ῂ ₦ ιῘ Ἅῶ Wi-Fi ɒῂ ɓѼᶈ֯ ѧιјᴵֵ  


ò���Ï�]�•�N�g�V�����•�»�J

	W�g�Â
\�,���»�Jož��


g��	¯	›�Â
\�•�n�Ð�Ð�k	(�g

�v�����T�’�Xožož��



   

 

♇֨ ז▌ Ὗ ιẵ֧Ḿ ⁭ι ᵙɒῂ ɓ ‾ιḅїχ 

 

῎χᴵҨ ᴸі ￼ɒ ᴺɓὟ ‬ ⅛Ѧ ￼ ῎ι јԜ  

37 



   

3.2.2.4 � �ˆ���“ 

ῂ ꞌιᴵו ὍῊⅎ ẦᵏӰẞ₩Ẫ  

 

3.2.3 �x	Ž�Ð�Ð 

ὶֹ ᶵῂ WiFi ἋӡỤזּ￼  

 

♇֨ ⁪ᴸі ￼ ᾆ Ὗ ιᴵ⁞ὯḅїӡỤᾆ  Ἃιḅїχזּ

38 



   

 

ᾆ ῗ₩ ש ιMAC ᴵҨ ԄḢᾯ MACεḅχ00:74:9c:1e:4b:f4ζ￼ ֫ ᵃתιѼᴵҨ Ԅ ֫ẑ֯ᴺ‎ᾆ  

ꜛỗ″ᴵҨḾῂ Ἃזּ ї ￼ᾛӐ  

3.2.4 �Á�ç�c�$ 

ᴵҨ ᶢ҈Ἅῶῂ ￼ԅṕ ︢ᵄᴅἆ ᶢ҈ SSID ￼ ︢ᵄᴅ ︢ᵄᴅᴵҨɒḢԅש ɓѼᴵҨɒש ׁ (OUI)”  

3.2.4.1 �µ�A�Á�ç�c�$ 

 

♇֨ Ὰᶭ Ὗ ιẵ֧ḅїḾ ⁭χ 
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3.2.4.2 �Á�8SSI D�Á�ç�c�$ 

ᶢ҈ SSID



   

3.2.5 �/�—
f	´ 

ṃ ԋ ιјṾῂ ו Ὴּף ḅїχ 

 

Ṿῂ ו ￼ ᶵιṃ Һῶɒӡ ꞌ◙▫♄ᾧẙɓו ԋ ιḅїχ 
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3.2.6 AP�¥	Ž�L  

AP ῶ ᴭ￼ ԋ  

 

ז▌ AP ῶ ᴭχ 
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3.2.7 



   

 

ҐὭ  ףּת ᴠ ҐὭ ￼ WEB ἐԛιת јז  

3.4 �f	¯	a�Â  

3.4.1 �f	¯�•�N 

ᶵ￼ Ὴ ἄ ᴨῊ χ 

44 



   

 

♇֨ɓӢᾡɒιӢᾡ Ὴ ιḅїχ 
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3.4.2 �f	¯�$	� 

ᶵḸ ιӢᾡḸ ᵅ Ὰ︡ẹї  

 

3.4.3 �f	¯���•���n 

ḫא ᶵḧῊ ᵏו ι ḅїχ 

 

3.4.4 �f	¯���n/ 5'�Õ 

ᴵҨḾẸׁ ї￼ ᶵ ɒ ᵏɓἆɒỠᶶ֧ᴔɓ￼ᾛӐ  
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ᵏᾛӐᴵҨ ὍɒὝḧ ᶵɓἆ ὍḾɒᾯ ᶵɓᾛӐιṏῗḾ Ὅ￼ ᶵἚ ἥ ᵏᾛӐ  

Ỡᶶ֧ᴔᾛӐιῗḾɒᾯ ᶵɓ￼ᾛӐιᴵҨ Ὅῗᵋɒ Ἃṹᴺזּ ḧɓ ᾛӐּף ḅїχ 

 

4 �n
N�K�™ 

�K�™1�u�x�D�æ�¢
f�Ô�— Web 	a�Â�Ù�„
t�ñ�}�Ó�Â�z 
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ᴠ Ҩїℓ χ 

1) Ṱ⃰Ẃ ὶֹ҃ ᶵ￼ LAN ᴭιḾẔ￼Ὕ ♂ ♣ἆ ẂҘ  

ףּ (2 ׁιấ Ṅ   ἄ“ ט ᴨ IP ᶊᶍ”ιּיẦᵏ DHCP Ὸח￼ ᶵᵸ ט  ֫ IP ᶊᶍ ḅ

‛  Ὕḧ ỗ IP ᶊᶍι Ṅ  ￼ IP љ ᶵ LAN ᴭ IP ᶈ ⅎ, ḅχ LAN ᴭ IP ᶊᶍѭχ 

192.168.120.1ιḒ ό χ 255.255.255.0ι  ￼ IP ᶊᶍẔ ѭχ 192.168.120.X εX ѭ 2 254 ѳ үỴᾯᾭζι
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